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CHAPTER 01 ABOUT THE WRITER

With two decades of experience in the physical security industry, the writer have
honed a comprehensive skill set that encompasses conducting detailed security risk
surveys, developing robust facility security plans, and strategizing effective
manpower deployment. His expertise extends to designing efficient patrol routes,
orchestrating large-scale events management, and navigating complex crisis
situations. His career is marked by a steadfast commitment to ensuring safety and
mitigating risks, making him a seasoned professional in the field of security.

As a certified Fire Safety Manager registered with the Singapore Civil Defence
Force (SCDF), he brings an additional layer of expertise to his professional
portfolio. His qualifications enable him to implement comprehensive fire safety
strategies, ensuring compliance with stringent regulations and fostering a secure
environment. His role extends beyond operational duties. He takes pride in
mentoring newcomers to the industry, guiding them through the nuances of security
and safety management, and helping them to develop into competent professionals
in their own right. His career is a testament to his dedication to the field and his
commitment to nurturing the next generation of security experts.

If you wish to know more about what is mentioned in this guide, please feel free to
contact me.

In today’s world, where security is paramount, Physical Security Consultation
Services stand as a bastion of safety and assurance. The writer specialize in
crafting bespoke security strategies that are robust, resilient, and responsive to the
unique needs of each client.

The writer also brings a wealth of experience in risk assessment, security design,
and emergency response planning. He is committed to safeguarding your assets,
ensuring peace of mind with cutting-edge technology and proactive measures.

The writer is a freelance Security Consultant. If your organization wish to fortify
your defenses and secure your premise more efficiently, you may contact directly
via his email, as mentioned below.

Syed Mohamed

Founder, QLABS SG Pte Ltd
syed@qlabs.sg
https://QLABS.sg
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CHAPTER 02 PRIMARY OBJECTIVE

The primary objectives of managing any event’s security, are crucial to ensure the
safety and smooth operation of the event. Time is always of the essence! Here are
the key details that are utmost important in securing an area for an event:

Prevention of Threats: The main goal is not just to respond to security threats but
to prevent them from occurring in the first place.

Risk Assessment: It involves assessing potential risks associated with the event,
including the size, location, duration, and any previous threats.

Customized Security Plan: Security measures should be tailored for each specific
event, considering its unique aspects. Do also include in the plan for VIPs if any is
attending the event.

Access Control: Robust measures to regulate entry and exit points, including
credential verification and ticket checks, are essential.

Crowd Management: Strategies to manage crowds and prevent overcrowding are
critical for attendee safety.

Emergency Response: A detailed emergency response plan should be in place,
including evacuation procedures and medical emergency protocols.

Surveillance and Monitoring: Utilizing surveillance technology and security
personnel to monitor the event space is important for identifying potential issues
quickly.

Coordination with Stakeholders: Effective communication with all stakeholders,
including emergency services, is vital for a comprehensive security approach.

These objectives and details form the backbone of a security strategy that ensures
a safe and controlled environment for all attendees. It's about creating an
atmosphere where people can enjoy the event without safety concerns looming
overhead.

Also, include the timeline for each task! This is crucial when delegating tasks to a
group of people, as it will educate them how to prioritize each task. Prioritizing
tasks is a crucial skill that can lead to more efficient time management, reduced
stress, and increased productivity.
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CHAPTER 03 PLANNING STAGE
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RISK FACTORS
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CHAPTER 03 PLANNING STAGE

Management Chart
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CHAPTER 04 KEY MEASURES

Here are some key measures typically implemented for events. They are designed
to ensure the safety of attendees, staff, and property.

Venue Knowledge: Familiarize yourself with every aspect of the venue, including
all potential entry points and any areas that could be exploited for unauthorized
access.

Risk Assessment: Conduct a thorough assessment of potential risks, including the
possibility of large-scale attacks, and develop strategies to mitigate them.

Crowd Control: Implement measures to manage the crowd effectively, ensuring
that exits are not blocked and that the number of people does not exceed the
venue’s capacity.

Access Control: Establish robust entry and exit checks, manage credentials, and
screen guests to prevent unauthorized access.

Bag Checks: Inspect all personal bags for weapons or items that could be used as
weapons to enhance safety, if necessary.

Armed Security: For larger events, consider employing armed security personnel to
deter and respond to threats.

Surveillance: Use trained personnel and technology, to monitor the event through
surveillance techniques, keeping an eye out for any suspicious activity.

Emergency Planning: Have clear plans for emergencies, including evacuation
routes and communication strategies.

Staff Training: Ensure that all staff and security personnel are well-informed about
the security protocols and emergency procedures.

Staff Safety: Ensure that all staff and security personnel are well-informed about
how to handle an incident and the escalation process.

Health Standards: In light of health concerns, implement measures such as
physical distancing and health evaluations at entry points, especially for larger-

scale events.

These measures are part of a comprehensive security plan that should be tailored
to the specific needs and context of each event.
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CHAPTER 05 EVENT GROUND PLANNING

Planning for the security of an event involves several key stages to ensure the safety of all
participants and the smooth running of the event. Here are the general stages you would need
to consider:

Venue Planning

Learn the layout of the
venue thoroughly to identify
and secure vulnerable
points.

You will also need to
understand the limitations
of the venue, and make full
use of whatever area to the
event’s advantage.

Allocate suitable locations
for Command Centre, Rest
Area and such.

Do not overlook car park
management. Plan lots for
emergency vehicles, VIPs,
and other key officials.
Pre-plan alternative parking
options for other attendees
of the event.

Communication Plan

Keep a regular and clear flow
of information among the
event staff and with the
attendees.

All Security personnel
should be equipped with an
ear-piece, to keep the

conversations private.

Local Authorities

Update your event info to
the nearest Neighbourhood
Police Centre (NPC).

Acquire private ambulance
services.

Access Control Planning

Implement  strategies to
manage crowd density and
movement to reduce
security risks.

This means to reduce the
entry point, increase the exits
and emergency points, and
directing crowd to safety, or
to the Assembly Area.

It is advisable to establish
designated emergency lanes,
particularly in events with
large crowds, to facilitate
prompt medical assistance
for situations like swiftly
attending to an individual
who is unconscious.
Additionally, it is also
important to evaluate the
accessibility for individuals
with disabilities. Can
reasonable accommodations
be made?

Rest Break Schedule

Maintain a well-organized
schedule for the officers,
clearly marking the times for
meal and restroom breaks.

It is essential that this
timetable is explained and
communicated to all ground
staff.

Also, let them know their
options, in cases for any
officers needing emergency
breaks!
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Manpower Planning

Staff your event with
qualified security personnel
who are trained to handle
various scenarios.

In Singapore, it is fairly
typical for Security Officers
to also be certified as First
Aiders, or Emergency
Responders Team (ERT).

At no point should the
permanent Security Officers
of the site be utilized as
members of the event's
security team, as this could
drastically and significantly
undermine the site’s
security.

When recruiting, on top of
having several teams of
Quick Responce Team
(QRT), depending of scale of
event, also input additional
officers to cover the break
time, and such.

It would a bad idea to make
the QRT team cover break
time, as during an incident
or emergency, no one will
have breaks, which will
disrupt the alertness of the
security team!

Neighbourhood

Update your event info to all
nearby building owners and
residents. This is to avoid
unnecessary complaints
during event.
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CHAPTER 06 IMPORTANT FACTORS

In large-scale events, some common factors that are often overlooked include:

Preparing for the Worst: Event organizers sometimes forget to prepare for worst-case
scenarios. Having a crisis page ready with key contacts, emergency protocols, and evacuation
plans is crucial.

Overcommunicating the Details: It's important to overcommunicate the details to attendees.
Repeatedly reaching out with useful information ensures that everyone is on the same page.

Communicating Internally First: Internal communication is key. Employees should be
informed about major events before the public or clients to avoid being caught off-guard.

Tailoring Your Messaging: Events have segmented stakeholders, and it's essential to tailor
messaging to each audience segment to ensure clear and relevant communication.

Environmental Impact: The environmental impact of events, such as the carbon footprint
associated with travel and venue operations, is often not fully considered.

Mindsets and Cultural Factors: Changing mindsets and addressing cultural factors can be a
forgotten step, yet they are vital for the success of large-scale changes.

Overcrowding in certain areas during large-scale events is a significant concern that can lead to
discomfort, inefficiency, and even dangerous situations like stampedes. Effective crowd
management strategies are essential to prevent overcrowding and ensure safety. Here are
some advanced techniques that can be employed:

Barrier Systems: Implementing robust barrier systems helps direct and contain crowds,
reducing bottlenecks and potential congestion points.

Strategic Positioning of Security Personnel: Having security teams strategically positioned
throughout the venue can help manage crowd flow and address any issues promptly.

Advanced Crowd Monitoring Technologies: Utilizing surveillance systems and data analytics
can predict crowd behavior and identify overcrowding before it becomes critical.

Contingency Planning: Developing emergency response protocols and having contingency
plans in place can help manage crowds effectively during unexpected situations.

Access Control and Screening Procedures: Effective access control and screening can prevent
unauthorized access and help distribute the crowd evenly across the venue.

Crowd Dynamics Analysis: Understanding crowd psychology and behavior can aid in
predicting and managing crowd movements to prevent overcrowding.

Staggering Event Timings: Staggering the ending times of performances and the closing
times of facilities can minimize the intersection of crowds and reduce clustering.

By paying attention to these often-neglected areas, event organizers can significantly improve
the success and smooth operation of their large-scale events.

And by incorporating these techniques, event organizers can significantly mitigate the risks
associated with overcrowding and enhance the overall safety and experience of the attendees.

PAGE 09



QQLA3S SC

CHAPTER 07 CRITICAL AREAS - CROWD CONTROL

Here are some examples of critical areas that usually require additional crowd control measures
to avoid bottleneck scenarios in large-scale events.

Entrances and Exits: These are primary choke points where attendees often congregate,
leading to potential overcrowding.

Ticketing and Registration Areas: Long lines can form here, necessitating organized queue
systems and additional staffing.

Food and Beverage Stations: These areas attract large crowds and can become congested
quickly without proper layout and management.

Restrooms: Adequate facilities and clear signage can help prevent crowding and discomfort in
these essential areas.

Performance Stages or Presentation Areas: Crowds tend to gather here, so space
management and clear pathways are important.

Transportation Hubs: Locations near public transport or parking areas can see a high influx of
people arriving or departing at the same time.

Escalator Landings and Staircases: These areas can become overcrowded, especially during
peak times, and may require staff to manage flow and ensure safety.

First Aid Stations: It's important to have clear access to these stations for emergencies without
causing additional congestion.

Merchandise Booths: Popular at many events, these booths should have an efficient system to
handle transactions and lines.

Information Desks: Providing information and assistance, these desks must be easily accessible
without becoming bottlenecks.

Effective crowd control in these critical areas involves a combination of physical infrastructure,
such as barriers and signage, and strategic staffing to guide and assist attendees. Planning and
implementing these measures can significantly enhance safety and the overall event
experience.
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CHAPTER 07 CRITICAL AREAS - EQUIPMENTS

Effective crowd control at large-scale events requires a variety of equipment to ensure safety
and manage the flow of people. Here are some essential pieces of equipment commonly used
for crowd control:

Wireless Communication Systems: For real-time communication among security and event
staff to coordinate efforts and respond to incidents.

CCTV Cameras: To monitor crowd movements and identify potential issues before they
escalate.

Drones: They provide an aerial view of the crowd, which can be crucial for monitoring large
areas.

Metal Detectors and X-ray Scanners: These are used at entry points to prevent prohibited
items from entering the venue.

Public Address Systems: To make announcements and guide the crowd during the event.

Megaphone: Using a megaphone for crowd control is highly effective for immediate response
and direction.

Barrier Systems: Including fences, stanchions, and barricades to direct crowd flow and create
queuing systems.

Temporary Fencing with Screens: To delineate restricted areas and direct pedestrian traffic.
Rope and Post Stanchions: For forming lines and guiding people in an orderly manner.
Turnstiles: To control entry and exit points and count the number of attendees.

Road Safety Signs and Traffic Cones: To manage traffic around the event and guide
pedestrians safely.

Mobile Command Centres: For on-site coordination and as a central point for managing the
event's security operations.

These tools, when used effectively, can help maintain order, prevent accidents, and ensure that
the event runs smoothly for all participants.
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CHAPTER 08 EXERCISE

Running tabletop exercises and rehearsals before the actual event is crucial for several reasons:

Identifying Weaknesses: These exercises allow organizations to identify any weaknesses or
gaps in their emergency plans. It's better to discover these during a controlled scenario rather
than in the midst of a real crisis.

Testing Protocols: They provide an opportunity to test whether the theoretical protocols and
procedures work in practice, ensuring that everyone knows their roles and responsibilities.

Improving Coordination: By simulating real-world events, participants can improve
coordination and communication, which are key to successful crisis management.

Enhancing Preparedness: Tabletop exercises help in enhancing the overall preparedness of an
organization by allowing teams to walk through potential scenarios and strategize responses.

Training and Evaluation: They serve as a training tool for staff and can also be used to evaluate
the effectiveness of current strategies and incident response plans.

Cost-Effective: These exercises are cost-effective ways to simulate incidents, which can save
resources and reduce potential losses in the event of an actual emergency.

Fostering a No-Fault Environment: They create a collaborative learning environment where
mistakes can be made without real-world consequences, encouraging open discussion and
problem-solving.

In essence, tabletop exercises and rehearsals are about being proactive rather than reactive,

ensuring that when faced with an emergency, an organization is well-prepared to handle it
effectively.
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CHAPTER 09 AFTER ACTION REVIEW (AAR)

An After Action Review (AAR) is a structured evaluation of an event's security management
after its conclusion. It focuses on identifying what went well, what didn't, and how to improve

for future events. Here's a comprehensive AAR template for event security management.

1. Event Detail

¢ Name of Event:

e Date and Time:

e Location:

e Estimated Attendance:
e Type of Event:

4. What Went Well

Effective Communication:
Describe how
communication between the
security team and other
stakeholders was
maintained.

Crowd Management: Detail
the strategies that were
effective in managing the
crowd.

Incident Response:
Highlight any incidents that
were handled efficiently.

7. Recommendations

¢ Pre-Event Coordination:
Emphasize the importance
of pre-event meetings and
briefings.

¢ Resource Allocation: Advise
on better allocation of
resources, such as
personnel and equipment.

¢ Post-Event Debrief: Stress
the need for a post-event
debrief to gather feedback
from all stakeholders.

2. Security Team
Composition
e Total Number of Security

Personnel:
¢ Breakdown by Role:

o Event Security Manager:

Security Officers:
Access Control Staff:
Patrol Team::
Emergency Response
Team:

o o0 ©°

5. Challenges

e Access Control Issues:
Discuss any difficulties in
controlling access points.

¢ Patrolling Gaps: Identify any
areas where patrolling duty
was insufficient.

¢ Staffing Shortages: Note
any moments where staffing
levels were not adequate.

8. Conclusion

Summarize the overall
performance of the event
security, acknowledging the
strengths and addressing the
areas for improvement.
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3. Objective

1.Ensure the safety of
attendees, staff, and
performers.

2.Prevent unauthorized
access and manage crowd
control.

3.Coordinate with local law
enforcement and
emergency services.

4.lmplement and monitor
security protocols.

6. Lessons Learnt

Improved Training: Suggest
areas where additional
training could benefit the
team.

Technology Upgrades:
Recommend any technology
that could enhance security
measures.

Policy Adjustments:
Propose changes to security
policies based on the
event’s experiences.
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CHAPTER 10 SAMPLE CHECKLIST

1. Pre-Event Planning:
[ 1Risk Assessment: Conduct a thorough risk
assessment tailored to the event.

[ ]1Security Team: Assemble a qualified security
team with clear roles and responsibilities.

[ ] Training: Ensure all security personnel are
properly trained for the specific event.

[ 1Equipment Check: Verify that all necessary
security equipment is functional and ready.

[ ] Communication Plan: Establish clear
communication protocols among the team.

[ 1Emergency Plan: Develop and review
emergency response procedures.

[ ]Liaison with Authorities: Coordinate with
local law enforcement and emergency services.

[ 1 Access Control: Plan for secure entry and
exit points, including VIP areas.

[ ] Crowd Control: Implement strategies for
crowd management and flow.

[ ]Surveillance: Set up a comprehensive
surveillance system.

3. Post-Event:
[ 1 Debrief: Hold a post-event meeting to

discuss what went well and what didn’t.

[ 1Report: Compile a comprehensive security
report, including incident logs.

[ ] Feedback: Gather feedback from staff,
attendees, and stakeholders.

[ 1Review: Analyze the feedback and incident
reports to identify areas for improvement.

[ ] Update Plans: Adjust security plans and
protocols based on the review.

2. During the Event:
[ ]1Briefing: Conduct a pre-event briefing with all
security staff.

[ 1Inspections: Perform regular checks of the
venue for any security breaches.

[ ] Monitoring: Keep a constant watch on crowd
behavior and potential threats.

[ 1Incident Log: Maintain a detailed log of all
security incidents.

[ ] Coordination: Stay in sync with other event
staff and services.

[ ] Visibility: Ensure security presence is visible
to act as a deterrent.
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